


Using TMEditX

INTRODUCTION

TMEditX is the premium MSIX Package Editor tool that allows for the best
compatibility results when packaging standard applications for delivery as MSIX
packages.

Using TMEditX assumes prior familiarity with using the Microsoft MSIX
Packaging Tool (MMPT). It completely replaces the use of our PsfTooling utility,
as well as any manual use of the PSF that might have been done previously.

The packager will first use the MMPT to capture a customized installation of the
application into a base MSIX package. This capture would not use PSF Tooling
or make other adjustments to the packaging. Itis also not necessary to have
the MMPT sign the package, although it is OK if it does.

INSTALLATION, REGISTRATION, CONFIGURATION

Although TMEditX may be installed on the packaging VM, it is typically installed
on the Test VM. TMEditX is an MSIX package.

After installation, start TMEditX from the start menu. The tool will go to the
File->Options panel. Click the Registration button at the top, and when
prompted paste in the license key. This step requires an active internet
connection to complete product registration.

Set other configurations on this options page, including setting up the code
signing that will be used. The options shown in the following image are
commonly used.

The default signing uses a code signing certificate file (PFX). If this will be used,
select the Signtool method, browse to the PSF file, and enter the password and
a url to a timestamping service as shown in the following image.
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| TMEditX - The Ultimate MSIX Package Editor _ o X
File

| options BUYINITS Configuration:

General Options: ] Cleanup temporary files from system when closing
Debug Level: Please enable Debug log in EventViewer to view debug logging in TMurgent-TMEdix logs.

Configuring Psf Recommendations: [X] aaa RegLegacyFixup to suggested fixups if PSF is needed.

Save Options: A ically update pack version when saving
E Keep last level package version as zero when saving
Signing Options: Sign Package after save
Update Package Publisher from cert
Signing Method: [ngﬂfoﬂl v]

Certificate FileName: | C:\Users\admin\Documents\TMurgent.local.pfx

Certificate Password: eeesse
Timestamp service: | http://timestamp.digicert.com

These are the filters used in
the analyzer jor package
cleanup operations. These
lists are not yet editable
here, but you may right-
click items in the
C.Registry and C.Files tabs
to add to the list.

|_Show File Filters --> |

Show Registry F

[Export Fltrs| Import Fltrs

Status: Packing file \\nuc1\packages\Msix-TMEditX-23h1\WinZip_2.7.0.1_x64__xwfzvwzp6gw2e.msiXx ...

If using the Digicert KeyLocker code signing service, you map also install and
configure the Digicert Tools, select the Digicert method and add appropriate
configuration for that style of signing instead.

When you click on the Apply button on the bottom right, the registration, and all
configuration will be securely stored.
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OPENING AN MSIX PACKAGE FOR EDIT

After starting TMEdit, do the following

1. Along the top tabs, select the File tab.

2. On the left side, click the Open sub-tab.

3. On the right side of the display, click the Open button.

4. In the file dialog, browse to the MSIX file you want to edit and select the

file.

TMEditX will open the package, unpack the contents into a temporary folder,
analyze the package, and display the analyzed.

You will see the progress on this display.

#H TMEditX - The Ultimate MSIX Package Editor
| File |

- Select MSIX file to open:

o
pes \\nuc1\packages\Msix-TMEditX-23h1\7Zip_22.1.0

.1_X64__xwfzvwzp6ow2e.msix Open

Status: Unpacking file \\nuci\packages\Msix-TMEditX-23h1\7Zip_22.1.0.1_x64__XWfzvwzp69w2e.msiX ...

When the analysis is complete, it will be displayed on the Analysis Tab as
shown in this example.
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PROCESSING THE ANALYSIS

An example of a package analysis is shown in the image below.

#H TMEAQitX - The Ultimate MSIX Package Editor

Analysis

Help is here==> o

Type Scope Fixed? Action
Unwanted Registry Items @ 19 unnecessary registry suitable for removal (Click to Expand)  False

Unwanted Files @ 5 unnecessary files suitable for removal (Click to Expand) False

| Add Psf |

Type Scope Fixed? Action
AppPaths for DIl @ 1 AppPaths registration requires LoaderSearchOrder manifest fix (Click to Expand)  False
AppPaths for Exe @ 1 AppPaths registration may need ExecutionAlias manifest fix (Click to Expand) False
ion Candid. @ Add 'InstalledLocationVirtualization' to the AppxManifest. False

Type Scope

Fixed? Action
Copy dlls to System folders @ Copy package dlls to Sy 32/Sy 4 folders so they are found. False
Copy dlls to PkgRoot @ Copy package dlls to package root folder so they are found. False
Add ‘Allow ion’ capability to AppXMani @ Add 'Allow Elevation' capability to AppXManifest. False
Add packageWriteRedirecti patibili i @ Add 'packag i di i patibilityShim' to the AppxManifest instead of FRF/MFR.  False

Status: Displaying: "C:\Users\admin\AppData\Local\Temp\auiirski.jle"...

For most applications, do the following.
5. Click the Pre-PSF Package Modifications button. This button will perform
up to three actions for you:
¢ Additional package cleanup (removal of unnecessary file and
registry items),
e Remove any Squirrel updaters the application uses (popular in
Electron based apps).
e Fix issues with captured Portable Apps.
After performing these actions, the analysis will be rerun..
6. Read the Psf Analysis results.
e If the PSF is recommended, click the Add PSF Button. In the dialog
that appears, click the Apply button on the bottom.
e If the PSF is not recommended, the button will be labeled Add PSF
Anyway, in that case move to step 7.
7. Look at the middle section labeled Additional Recommended Fixes. Click
any buttons labeled Fix Now that are in this section, working from the top
down. Do not click buttons in the Additional Available Fixes section.
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SAVING THE MODIFIED PACKAGE

8. Click on the File Tab at the top, and then the Save sub-tab on the left.

# TMEditX - The Ultimate MSIX Package Editor

| File |

Registration State: Active Version 3.5.0.0 7 @

- Select File and Save (Save MSIX...| [‘Save Cim... Click on this Save button to build and save the package. Based on the tool configuration, the package version may be
incremented, and if the version was part of the original package filename the default name to save will be updated to reflect
the increment. You will be prompted for a location/filename to save.

9. Click on the Save MSIX button, select a place to save the edited package.
You typically do not want to overwrite the package you started with, so we
recommend saving into a different folder.

If requested in the tool configuration, the version number will be updated and the
Subject field extracted from the certificate and placed in the Publisher field of the
AppXManifest. The package will be saved and (if configured) signed. When
completed, you will see text showing some of the output. If both the MakeMSIX
and Signtool phases complete with return codes of 0, your package is ready for
testing and the text will be displayed in a green color. Otherwise it will be in red
and you can read the results. A successful example is shown below:

#H TMEditX - The Ultimate MSIX Package Editor

| File [ |
Registration State: Active Version 3.5.0.0 @
-‘ Select File and Save [Save MSIX...| [Save Cim... Click on this Save button to build and save the package. Based on the tool configuration, the package version may be
-‘ incremented, and if the version was part of the original package filename the default name to save will be updated to reflect
- the increment. You will be prompted for a location/filename to save.
Save =

Done

Log of save activity...

Manifest backup complete.
Manifest save with backup result = True

No json file required.

Backup copy of Registry file created.
Registry file saved result = True

makemsix.exe pack -d "C:\Users\admin\AppData\Local\Temp\auirski1.jle” -p "\ \nuc1\packages\Tim\7Zip_22.1.0.1_x64__xwfzvwzp69wz2e.msix"

Microsoft (R) makemsix version 1.7.208
Copyright (C) 2017 Microsoft. All rights reserved.

makemsix.exe returns exit code: oxo

signtool.exe sign /a /debug /v /fd SHA256 /f "C:\Users\admin\Documents\TMurgent.local.pfx" /td SHA256 /tr http://timestamp.digicert.com /p ###### "\
\nuci\packages\Tim\7Zip_22.1.0.1_x64__xwfzvwzp69gwze.msix"

signtool.exe returns exit code: oxo

Status: Packing file \\nuc1\packages\Tim\7Zip_22.1.0.1_x64__Xwfzvwzp6gw2e.msiXx ...
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ADVANCED USAGE OF TMEDITX
Although most applications may be handled using the instructions described so
far, TMEditX has more capabilities that an advanced package could use.

The analysis provided by TMEditX looks at the intent of the original application
installation, and the package as generated by the MMPT. It understands all of
the recent additions to MSIX not yet handled by the MMPT, as well as quite a
few situations where the MMPT is less than perfect and we can improve. In
addition to the PSF analysis also done by PsfTooling, this tool contains nearly
50 additional types of fixes it can detect and perform.

But no amount of analysis can make every package perfect. By diagnosing your
package, possibly using tools like Process Monitor, or by requesting the Debug
version of the Psf (on the Psf Editor popup window) with DebugView, you can
learn to diagnose certain conditions and retry editing the package, possibly
selecting different Psf Components or configuration, or possibly in using some
of the Addltional Available Fixes.

For example:

o Package Properties may be modified on the Properties tab, In some
packages it might be necessary to increase the Min Version field.

¢ Additional Capabilities may be declared on the Capabilities tab. For
example, if the primary app launches a child process that requires
elevation, this needs to be declared.

e File and Registry editing is available on the C.Files and C.Registry tabs.

e On the Assets tab, you can replace graphics generated for shortcuts and
the app package with either higher quality graphics. Sometimes the
MMPT grabs the first shortcut it finds for the package, which might not be
the right one.

e The Applications and Pitons tab show all of the detail about what the
package requested for shortcuts and other entry-points to the package like
file type associations, and the current status if supported by the Manifest.

e The Exes tab shows all of the exe files in the package, what type they are
and if there is a manifest for things like elevation that might cause a UAC
prompt.
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e The Json tab appears if the PSF has been added to the package, This
shows the config.json file that configures the PSF in your package and
may be edited.

e The Manifest tab shows the AppXManifest file that will be saved. Because
the remainder of the tool changes the manifest, this interface does not
allow for manual editing of the AppXManifest. If needed, you can always
save the package in TMEditX and then re-open for edit in the MMPT to
manually edit the AppXManifest.

The GUI also has internal documentation that is available from the “i” button

on the top right of the GUI. There is even a section on using TMEditX from

the command line to automatically fixup the package without the GUI.

MSIXDEPLOY
TMeditX package also publishes a secondary app called MsixDeploy. This is a
test tool that can simplify your initial testing process.

After launching, configure the directory where you store the packages and click
the apply button. Then go to the MSIX tab to see a list of all packages in that
share folder. Right click on a package for a menu of options. In the image
below you can see how to install the package.

“ TMurgent MsixDeploy
@ UNC Files O Installed Packages Hint: Right click on row entries for actions.
Package/Publisher Name Type Ver/Status - B
Package: [UncBase]|7Zip_22.1.0.1_x64__xwfzvwzp69w2e.msix MSIX: True Version: 22.1.0.1] Compressed: 21,228,574
Publisher: xwfzvwzp69w2e Mod Pkg: False @ Min 0S: 10.0.19041.0| Uncompressed: 75,382,664
Dependencies: o Psf: Max Tested: 10.0.22621.1] Ingredients: 195]
TMEditX vsn: 3.4.0.0 8 - ig: Trusted Installed: False Updated: 8/21/2023 11:34 AM
Package: [UncBase]\ActivePython_3.8.0.1_x64_ Re-scan Package File IX: True Version: 3.5.0.1] Compressed: 56,136,076}
Publialfer: xwfzvwzp69w2e Install Package |kg: False Min OS: 10.0.19041.0 UncompreAssed: 170,676,670]
Dependencies: Psf: Max Tested: 10.0.22621.1] Ingredients: 3,784
TMEditX vsn: 3.4.0.0 TMEditX Manual ig: Trusted Installed:  False Updated: 8/21/2023 11:34 AM
Package: [UncBasej\AdobeReader_21.5.2048.1_x64__xwfzvwzp69w2e.msix MSIX: True Version: 21.5.2048.1 Compressed: 634,467,854
Publisher: xwfzvwzp69w2e Mod Pkg: Faise Min 0S: 10.0.19041.0] Uncompressed: 1,066,351,011]
Dependencies: Psf: @ @ Max Tested: 10.0.22621.1] Ingredients: 3.608]
TMEditX vsn: 3.4.0.0 Sig: Installed: False Updated: 8/21/2023 11:36 AM
Package: [UncBasej\Anaconda_3.2021.5.1_x64__xwfzvwzp69w2e.msix MSIX: True Version:  3.2021.5.1 Compressed: 3,417,869,057]
Publisher: xwfzvwzp69w2e Mod Pkg: False Min 0S: 10.0.19041.0] Uncompressed: 8,358,031,545}
Dependencies: Psf: Max Tested: 10.0.22621.1] Ingredients: 202,732
TMEditX vsn: 3.4.0.0 Sig: Installed: False Updated: 8/21/2023 11:47 AM
Package: [UncBase]|Audacity_3.2.5.1_x64__xwfzvwzp69w2le.msix MSIX: True Version: 3.2.5.1] Compressed: 56,965,251
Publisher: xwfzvwzp69w2e Mod Pkg: False Min 0S: 10.0.19041.0] Uncompressed: 196,340,978
Dependencies: Psf: @ @ @ Max Tested: 10.0.22621.1 Ingredients: 282
TMEditX vsn: 3.4.0.0 sig: Installed: False Updated: 8/21/2023 12:10 PN
Package: [UncBase]|AutoDesk-DesignReview_2023.0.0.1_x64__xwfzvwzp69w2e.msix MSIX: True Version: 2023.0.0.1] Compressed: 138,473,965
Publisher: xwfzvwzp6gw2e Mod Pkg: False Min 0S: 10.0.19041.0| Uncompressed: 371,643,316
Dependencies: Psf: Max Tested: 10.0.22621.1] Ingredients: 443
TMEditX vsn: 3.4.0.0 Sig: Installed: False Updated: 8/21/2023 12:11 PM
Package: [UncBasej\AutoDesk-Navisworks-Freedom_2024.0.0.1_x64__xwfzvwzp69w2e.msiy MSIX: True Version: 2024.0.0.1 Compressed: 980,125,401
Publisher: xwfzvwzp69w2e Mod Pkg: False Min 0S: 10.0.19041.0] Uncompressed: 2,136,679,444|
Dependencies: Psf: Max Tested: 10.0.22621.1 Ingredients: 7,098
TMEditX vsn: 3.4.0.0 Sig: Installed: False Updated: 8/21/2023 12:13 PM|
Package: [UncBase]\AutoDesk-TrueView_2024.0.0.1_x64__xwfzvwzp69w2e.msix MSIX: True Version: 2024.0.0.1]  Compressed: 1,350,197,461
Publisher: xwfzvwzp69w2e Mod Pkg: False Min 0S: 10.0.19041.0] Uncompressed: 3,092,184,953!
Dependencies: psf: (O W) () @)| Max Tested: 10.0.22621.1]  Ingredients: 3,927
TMEditX vsn: 3.4.0.0 Sig: Installed: False Updated: 8/21/2023 12:17 PM|
Package: [UncBasej\AutoDWG-DwgSeeCad_2023.0.0.1_x64__xwfzvwzp69w2e.msix MSIX: True Version: 2023.0.0.1 Compressed: 56,229,958
Publisher: xwfzvwzp69w2e Mod Pkg: False Min 0S: 10.0.19041.0] Uncompressed: 176,543,427
Dependencies: Psf: @ @ @ Max Tested: 10.0.22621.1] Ingredients: 197
TMEditX vsn: 3.4.0.0 [ L. False Updated: 8/21/2023 12:19 PM| Y

www.TMurgent.com



Once the package is installed, click the radio button “Installed Packages” just
below the tabs so that you can work with any installed packages. Right click on
an installed package for quick access to package files and debugging steps.

Here is an example:

“ TMurgent MsixDeploy
s Ignore Microsoft Hi i 3 3 3 R B
int: Right click on row entries for actions. h)
O UNC Files @ Installed Packages e Pees g
Pkg Name/Publisher/Installed/Source Locations Details1 Details2 Systern]
Name: PascalBerger. MSIXCommander Version: 1.0.7.5 | FoundMatchingUNC: False iy
Publisher: CNw=baseVISION AG, O=baseVISION AG, L=Daniken, S=Solothurn, C=CH Bitness: X64 Status: Ok =T
Install: C:\Program Files\WindowsApps|PascalBerger. MSIXCommander_1.0.7.5_x64__ajjbhed1xnq88 Type: MSIX Signature: Developer
Source: C:\Program Files\WindowsApps|PascalBerger.MSIXCommander_1.0.7.5_x64__ajjbhed1xnq88|AppxManifest.xm! ILV: False Removable: True
Name: MSIXHero Version: 2.2.0.0 | FoundMatchingUNC: False » MS
i ' Ewmarci o1 i.com, CN=Marcin Otorowski, O=Marcin O i, iop skie, C=PL Bitness: Neutral Status: Ok
Install: C:\Program Files\WindowsApps|\MSIXHero_2.2.0.0_neutral__zxqldalqqbeze Type: MSIX Signature: Developer
Source: C:\Program Files\WindowsApps|\MSIXHero_2.2.0.0_neutral__zxqldalqqbeze|\AppxManifest.xml ILV: False Removable: True ‘.
Name: TMEditX Version: 3.5.0.1 | FoundMatchingUNC: Faise o m
Publisher: CN=TMurgent Technologies LLP, OU="TMurgent Technologies, LLP", O=TMurgent Technologies LLP, L=Canton, S=Massachusetts, C=US | Bitness: X64 Status: Ok i
Install: C:\Program Files\WindowsApps|TMEditX_3.5.0.1_x64__4u3s55xck=t36 Type: MSIX Signature: Developer
Source: file://nuc2/installers/Tim/TMEditX/TMEditX-3.5.0.0-x64.msix ILV: False Removable: True i
Name: 7Zip Version: 22.1.0.1 | FoundMatchingUNC: True » 72
Publisher: CN=TMurgent.local Installed Packages Menu: tness: X64 Status: Ok
Install: C:\Program Files\WindowsApps|7Zip_22.1.0.1_x64__xwfzvwzp69w2e = Type: MSIX Signature: Developer
Source: file://nuci/packages/Msix-TMEditX-23k1/72Zip_22.1.0.1_x64__xwfzvwzp69w2e.msix = ILV: True Removable: True
Jump to Unc
i Invoke outside Pkg Container » Browse Install Directory
d Invoke inside Pkg Container » Browse UserData Dir
View Manifest
View Json
View Metadata Package
View Metadata UserData

To achieve best compatibility, attending one of our training classes where we
teach not just technique, but application and debugging fundamentals is
essential.

PURCHASING AND LICENSING

TMEditX is available for purchase from TMurgent Technologies directly from our
website (listed at the bottom of the package). The license is on a per-named
user basis, and includes one year of support and new versions. There is a
separate yearly renewal to keep getting support and new versions.

Discounts are available for bulk purchases. You can buy online or request a
quote to pay by purchase order.

The software may be downloaded for trial use. It is fully functional, but will not
fix your package sometimes to encourage that you purchase the product.
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REPORT CARD ON MSIX

How good is TMEditX? Each year we issue a report card on MSIX that includes
some extensive application compatibility testing. Although we are always
improving the software, results from January say that:

e With the MMPT alone, we see about 30% compatibility in typical
applications that large enterprises are deploying.

e With MMPT and PsfTooling we see around 60%.
e With MMPT and TMEditX, around 75%.

You can check out our latest report card from our website.
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